Despite a sagging economy and the
horrendous state of the telecommunica-
tions industry, demand for wireless
products and bandwidth has remained
strong. Certainly, the future of network-
ing lies within the wireless realm.
However, many obstacles remain in
its path before wireless networking
can become as common as wired
computer networks.

Security is the single most
frustrating issue presently fac-
ing wireless network develop-
ers and administrators. In a wire
line network, a potential securi-
ty violation must be internal to
the network or over a tapped wire.
However, a wireless network is vulner-
able to anyone who knows how to
intercept radio waves at the proper fre-
quencies. Since the data is sent through
the air, many traditional “wired” net-
work security measures would
be considerably less effective.

Security has been an issue for
the wireless telephone market
since its inception. It is a signifi-
cant problem when people’s
personal phone conversa-
tions are unknowingly mon-
itored; but the damage
when private and valuable data is easily
pirated in the same way can be much
greater. Consider a large company:
vital, internal corporate data that
involves millions of dollars and affects
thousands of people could be stolen.
Furthermore, almost all personal data
for an individual is kept on a network,
whether it is at home or in an office
environment. If the future of networks
is wireless, the issue of security clearly
must be addressed.
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IEEE developed the 802.11 standard
to specify wireless local area networks
(WLANs). In 1999, the organization
released 802.11a and 802.11b. Two differ-
ent versions were released because each
one standardizes equipment for a differ-
ent frequency range. 802.11a deals with
the 5 GHz range, which is costly but
allows for superior performance. 802.11b
deals with the 2.4 GHz range, the same
as the original release. This range is
cheaper but offers marginally reduced
performance. 802.11b products are much
more common today. However, many
security issues went unresolved with both
802.11a and 802.11b.

802.11b made many improvements
upon its predecessor, but its security
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specifications were surprisingly light.
802.11b uses what is known as the
Wired Equivalent Privacy (WEP) protocol

to address security concerns. WEP itself
is—more or less—an implementation of
encryption with built-in message authen-
tication and data integrity systems. The
fact that the implementation is weak is
only part of the problem. Providing a
method for encryption is simply not suf-
ficient to secure any type of system.
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The Wired Equivalent Privacy
(WEP) protocol attempts to accomplish
three security goals: confidentiality,
access control and data integrity.
These are typical main security func-
tions for any network. WEP attempts
to provide confidentiality by prevent-
ing any casual eavesdropping of pack-
ets being sent over the network. The
encryption portion of the protocol is
meant to address this goal. If an unau-
thorized user cannot decrypt the mes-
sages going across the network, then
he or she cannot read the messages.
Thus, they remain confidential.

The encryption algorithm used by
WEP, in conjunction with shared key
authentication, is also meant to attain the
goal of access control. 802.11b compliant
hardware has the option of discarding
packets that are not properly encrypted
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by WEP. This, theoretically, should keep
unwanted users from transmitting packets
over the wireless network if the encryp-
tion is functioning properly.
The final goal, data integrity, is
taken care of by the integrity checksum
portion of the protocol. The checksum
is computed by both the receiver
and the transmitter. If it does not
match, then the packet is dis-
carded. In this way, if the data
has been manipulated in some
fashion, it will be ignored.
The encryption algorithm
used by WEP is based on the RC4
algorithm. The RC4 algorithm is
both well known and well
respected in the comput-
er industry. It is consid-
ered a solid encryption
algorithm by standard network-
ing conventions. RC4 is based on
the keystream method of encrypting. A
long sequence of pseudo random
bytes is generated, known as the ini-
tialization vector (IV). The IV is
then processed through a function
with a shared secret key, k. The
result is the keystream. Note
that the IV is attached to the
message unencrypted, so that
the receiver knows which one to use.
(Of course, this means that the IV is
known also to any attacker who is
eavesdropping.)

The final step in the encryption
process is to XOR the keystream and
the plaintext together to obtain the
ciphertext. The decryption process is
completed by simply reversing the
process with the same IV and k.

WEP also computes a checksum for
every message that is sent across the
network. This checksum is computed
by summing the bits contained within
the message. The value of the check-
sum is then concatenated on the end of
the message to form the plaintext that
will be encrypted with the RC4 algo-
rithm. Once it has decrypted the mes-
sage, the receiver recomputes the
checksum. If the computed checksum
matches the checksum concatenated to
the message, then the integrity of the
message has been verified. Figure 1
shows an overview of how the cipher-
text is constructed and transmitted.
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There are several reasons why this
procedure has not proven to be entirely
successful when implemented in real life
WLANS. First, the key size used by the
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Fig. 1 An overview of how the ciphertext is constructed and transmitted.

original release of WEP is too small. The
initial release of 802.11b called for the
use of 40-bit keys. WEP keys 40-bits in
length have been shown to be crackable
in less than 50 hours by brute force
methods. With a modest parallel attack,
that number can be reduced to five
hours. Vendors, as well as a later
released update to WEP (known as
WEP2), extended the protocol to use
104-bit keys, which are uncrackable by
brute force methods on today’s
machines. However, other problems,
external and internal to the protocol,
make even the 104-bit keys crackable.
Those problems include the heavy reuse
of keys within WEP’s encryption imple-
mentation, the ease of data access in a
wireless network and the lack of any
key management within the protocol.

Key reuse is a problem within WEP
due to the nature of keystream encryp-
tion algorithms like RC4. Specifically, if
we have the ciphertext of two messages
that are encrypted with the same key,
then applying the XOR function to the
two ciphertexts will yield a result of the
XOR of the two plaintexts.

Given certain properties of the
English language (and most common
languages spoken in the world), it is a
computable problem using brute force
methods to discern P1 and P2 given P1
XOR P2. Therefore, it is risky to reuse
keystreams when using this method of
encryption. However, that is exactly
what WEP does.

WEP lacks any specifications on key
management. This has caused some
serious problems in some wireless net-
works and has led to many incompati-
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ble, proprietary solutions. Key manage-
ment is needed since the alternative is
to use a single network wide secret key
to distribute the message keys to users.
Sharing a key with every user on the
network greatly increases the chances
that the key will not remain secret. For
a system that relies so heavily upon the
secrecy of its keys, the lack of any legit-
imate key management protocol within
WEP is a serious vulnerability.

Remember that many of the weak-
nesses in WEP are exploited due to the
nature of wireless networks. With wire-
less networks, intruders do not have to
find a way through limited access
points, firewalls and monitoring stations.
Since all wireless networks operate by
broadcasting their packets, anyone with-
in range and with suitable equipment
has access to the data being transmitted.
Therefore, extra precautions need to be
written into the protocol that WEP sim-
ply did not adequately address.

Another significant issue for WEP is
its lack of any effective authentication
protocol. Users of WEP have two choices
when it comes to authentication: open or
shared key. With open authentication,
any user who requests authentication is
authenticated. In other words, vendors
who use this method need to use a pro-
prietary protocol to authenticate users on
the network. The other option provided
by WEP is shared key authentication.
Unfortunately, the shared key authentica-
tion implemented by the protocol is vul-
nerable because of the weakness of the
WEP encryption explained earlier and
the fact that the authentication is only
done in one direction.
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WEP, creates most of the
problems. These vulnerabilities have lead
to shared key attacks, as well as man-in-
the-middle attacks, which allow unautho-
rized users access to the network.
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Since the packets being sent across a
wireless network are so easy to inter-
cept, the number of attacks on 802.11b
networks has been astounding, espe-
cially in densely populated, corporate
areas. Many popular technology publi-
cations have documented their success-
ful ventures of tapping into corporate
802.11b networks.

First, wireless networks are quite vul-
nerable to sniffing. Sniffing occurs when
an unauthorized user is able to gain
access to the network and read all the
packets that are transmitted across it. In
a traditional LAN, one would need phys-
ical access to the network in order to
sniff. However, with a wireless LAN, one
simply needs a laptop, a wireless net-
work card and a strong enough antenna.
This ability would not be too much of a
problem, if it were not for the weakness
of WEP and the wide variety of freely
available sniffing tools that can also
crack WEP keys. (As a result, many
WLAN administrators do not even both-
er to turn WEP on, which even further
enhances this vulnerability.)

One of the most common sniffing
tools is known as AirSnort. AirSnort was
released in the summer of 2001 as free-
ware shortly after the shortcomings of
the original WEP release were docu-
mented publicly. AirSnort can automati-
cally determine WEP keys on an
802.11b WLAN simply by sniffing
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enough traffic. It takes advantage of the
way WEP reuses keys and how the RC4
algorithm is implemented. Depending
on how many packets AirSnort can
sniff, it can crack the WEP master
encryption key in as little as three
hours. This is accomplished by exploit-
ing the weakness in the key scheduling
of the RC4 algorithm and the reuse of
keys, which was discussed earlier.
Once the master key is known, the user
has access to the network as any legiti-
mate node would.

Another common attack on 802.11b
wireless LANs involves user authentica-
tion. WEP’s shared key authentication
protocol is vulnerable to man-in-the-
middle attacks. A man-in-the-middle
attack occurs when an intruder intro-
duces himself as a new node by plac-
ing himself between a valid host and its
access point. The intruder can then
intercept the challenge from the
responder and send it on to the initia-
tor. The initiator sends its encrypted
response, which is intercepted and
passed on to the responder. Now the
intruder has effectively been authenti-
cated on the network. The intruder will
be a valid user on the network at least
until a reauthentication transmission
takes place, depending on how the net-
work is implemented. Figure 2 illus-
trates a man-in-the-middle attack.

The man-in-the-middle attack is only
successful because the WEP encryption
can be broken so easily. If the encryp-
tion functioned more effectively, the
intruder would have a much more diffi-
cult time determining which messages
were the challenge and the challenge
response. Additionally, a man-in-the-
middle attack would be much more dif-
ficult to successfully pull off if the
access point were required to verify the
identity of the node that sent it the
authentication request and the node
was required to verify the access node
to which it is authenticating. This is
known as two-way authentication.

802.11b networks have also been
found to be vulnerable to denial-of-ser-
vice (DoS) attacks. DoS attacks are a big
problem for all types of networks as
they are difficult to defend against most
of the time. However, there are certain
provisions within the WEP standard that
make 802.11b networks more vulnera-
ble to DoS attacks than they need to be.

One important feature of a wireless
network is the ability for nodes to asso-
ciate and disassociate with the network.
This is how the network can expand
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and contract in size with little hassle.
However, with WEP associate and dis-
associate messages are not authenticat-
ed. Due to this fact, a rogue node can
continually send streams of associate
and disassociate packets. Since these
are not authenticated in any way by
WEP, the network must process all of
these requests. At some point, this may
disrupt the ability of legitimate nodes to
associate, disassociate, or even pass
normal traffic through the network.

All networks are vulnerable to certain
flood attacks to some degree. However,
the lack of authentication of the associate
and disassociate packets on 802.11b net-
works makes them especially vulnerable.
If these packets were authenticated, then
the invalid messages could be ignored.
This would significantly reduce the chance
of a denial-of-service attack.

A simple plaintext attack that WEP is
vulnerable to revolves around the reuse
of keys and the weakness inherent in
the way its Cyclic Redundancy Check
(CRC) checksums are handled.
Specifically, by using a form of induc-
tion, a key dictionary can be generated
by simply knowing enough specific
plaintext, which can be easily acquired.

The first step is to choose a pseudo
random stream of size n, which is
recovered by identifying the Dynamic
Host Configuration Protocol (DHCP)
discover messages from an external
host. The second step is to create an
administrative datagram, such as an
Address Resolution Protocol (ARP)
request or a Universal Datagram
Protocol (UDP) open, of size n-3. The
attacker then appends the first three
bytes of the CRC to the end and XORs
this message with the original pseudo
random stream. The attacker now has
his ciphertext minus the final byte of
the CRC. This byte can be determined
by iterating over its 255 possible values
and then sending each version of the
message to an access node. Whichever
iteration gives the proper response
from the node is the correct value.

With the value of the entire CRC
known, we now have matching plain-
text and ciphertext. With this informa-
tion, we can then determine the value
of the key that was used for this trans-
mission. This, on average, would take
about 40 minutes to complete. An entire
key dictionary could be constructed
with this attack in 46 hours. With eight
attacking hosts working in parallel, this
dictionary could be assembled in less
than six hours. While the dictionary’s

size would be somewhat impractical
(=35 GB), it is still a serious threat to
the network’s security. This is especially
true since the entire dictionary is not
required to gain access to the network.

Improving WEP’s authentication proto-
col, with the addition of a keyed message
integrity check (MIC) would stop this
attack. At the very least, the way the CRC
is handled should be modified so that it
cannot be easily manipulated. This would
at least mitigate the attack and make it
much more difficult to accomplish.
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The sheer number and variety of
vulnerabilities discovered within WEP
shows what could arise when security
is not designed from the ground up.
There is hope on the horizon, however.
The future of wireless LAN security is
currently being entrusted to 802.11i.
IEEE is developing this wireless LAN
standard. It focuses strictly on security
and improving upon the protocols
offered by the previous 802.11 stan-
dards. It offers new intriguing security
options and certainly appears to be
more robust, at least on the surface.

There are three main areas that the
IEEE 802.11i wants to improve on over
802.11b: 1) authentication, 2) key man-
agement and 3) data transfer. All of these
areas were severely lacking in WEP.
Some of the areas have received a signif-
icant facelift (data transfer, authentica-
tion) while others have been designed
from scratch (key management). Each of
them provides a new significant layer of
security within 802.11 WLANS.

802.11i adds a significantly more
robust authentication system to the
standard. The shared key authentication
of WEP was performed entirely
between the access point and the host
attempting to connect. Additionally, it
was only a one-way authentication
(from host to access point). To improve
authentication robustness, 802.11i adds
the need for an authentication server. It
also implements a two-way authentica-
tion method to prevent the man-in-the-
middle attacks that have been so preva-
lent on 802.11b networks.

Several new keys have been intro-
duced in 802.11i to make two-way
authentication possible. The first is the
master key (MK). This key is a private,
symmetric key that facilitates authenti-
cation of a host with the authentication
server. Only those entities may possess
the master key. The pairwise master
key (PMK) is a private, symmetric key
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that is used by the host and access
point to control access to the network.
Both of these new keys are only valid
for the host’s current session.

The authentication process can be
divided into two distinct paths. The first is
the host to access point communication
and the second is the access point to
authentication server communication. The
host to access point communication is
handled by a revised extensible authenti-
cation protocol (EAP). The original ver-
sion of EAP was used in the 802.1X stan-
dard and proved to contain certain vul-
nerabilities. 802.11i hopes to have correct-
ed those oversights by adding a two-way
mechanism to the authentication.

The access point to authentication
server communication is handled by the
previously defined RADIUS protocol.
RADIUS is outside the scope of the
802.11i specifications; however, it has
been in practical use for
long enough that it is
assumed to be trusted. Note
that this also means that the
authentication server is
assumed to be a trusted
third party by 802.11i.

The second major area
that 802.11i hopes to
improve upon is key man-
agement. (However, since
WEP lacks any real key
management specifications,
anything would be an
improvement.) Besides the
MK and PMK, there is the
pairwise transient key
(PTK), the key confirmation
key (KCK), the key encryp-
tion key (KEK), the group transient key
(GTK) and the temporal key (TK).
Clearly, with all of these keys some
form of reliable key management is
required for 802.11i.

Key management functions in the fol-
lowing way in 802.11i. The first step is
to use RADIUS to pass the PMK from
the authentication server to the access
point. This is a normal step in the
authentication process described earlier.
The second step is to use the PMK and a
process known as the 4-way handshake
to derive and verify the PTK. The final
step is to use a procedure identified as
the group key handshake to send the
GTK from the access point to the host.
Via this relatively simple process, 802.11i
provides secure key management.

The last important area 802.11i
sought to improve over the WEP is data
transfer. Three different methods for
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data transfer are specified. They are
known as CCMP (Counter with Cipher
Block Chaining Message Authentication
Code Protocol), TKIP (Temporal Key
Integrity Protocol) and WRAP (Wireless
Robust Authenticated Protocol). They all
serve different functions within the stan-
dard; however, the reason for three pro-
tocols is not technical. Clearly, one solid
method would be preferable to allowing
vendors to choose from a list of three.
There are many issues surrounding
these protocols that demanded they all
be included, which are detailed below.
CCMP is seen as the long-term solu-
tion for data transfer over wireless
LANs. It uses the newly approved AES
encryption standard to encrypt data.
This method encrypts both the payload
and the MIC. CCMP was designed from
the beginning to handle packet-based
communications and it provides both
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Device C
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Fig. 2 lllustration visualizes a man-in-the-middle attack.

authenticity and privacy by encoding
the plaintext before encrypting it. This
method has been shown to be provably
secure. However, the use of AES would
require a hardware upgrade when con-
verting 802.11b networks to 802.11i.
This upgrade would prohibit the use of
802.11i because hardware upgrades are
both expensive and time consuming. It
is mainly for this reason that the other
two protocols are included in the
802.11i standard.

WRAP is the original implementation of
AES for wireless LANs. However, the
methodology behind WRAP was found to
be faulty and contain several exposable
vulnerabilities, similar to the ones found in
WEP. However, since several vendors
have already implemented hardware
based on this specification, it was included
in the 802.11i standard for completeness.

TKIP provides a data transfer solution

Step 1a: Device A shares
Unit Key with Device C

“Untrusted Device”

that is intended to patch the holes dis-
covered in WEP. It is designed to encap-
sulate all WEP traffic in a secure manner
that masks its known problems. This is
similar to the strategy that many network
administrators currently use. They often
will employ a virtual private network
(VPN) on top of any WEP traffic. The
problems specifically addressed by this
encapsulation are data forgery, replay
attacks, encryption misuse and key
reuse. The important aspect of TKIP here
is that it can be implemented on existing
802.11b hardware. Therefore, only a soft-
ware upgrade is necessary to convert
from WEP to TKIP. While this does not
provide as robust a solution as CCMP, it
does improve the security of data trans-
fer for pre-existing wireless LANSs.

While 802.11i’s focus has been on
improving authentication, key manage-
ment and data transfer for wireless
LANs, there are sev-
eral other minor
security related
improvements in the
standard. One is pre-
authentication to sup-
port roaming hosts.
This involves access
points communicat-
ing to each other to
confirm identity
before the host has
moved out of range
of the original access
point. That way a
completely new
authentication does
not have to take

place between the host and the
second access point. 802.11i also pro-
vides a method for further confirmation
of the host’s legitimacy on the network.
In addition, there are provisions for
password-to-key mappings and random
number generation. Both of these
aspects are completely ignored by
WEP. While these minor features may
not be as important, they certainly add
to the robustness of the standard.
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When examining the security provid-
ed by 802.11b and 802.11i, it is clear
that 802.11i offers several significant
improvements. The use of AES by
802.11i over the inferior RC4 algorithm
by 802.11b is a significant step forward.
AES has thus far proven to be an
extremely solid encryption algorithm
and likely will be quite usable for
decades to come. The computing power

IEEE POTENTIALS



needed to crack AES is nearly unfath-
omable at this point. The only weakness
that AES may present is due to its rela-
tive newness. It has not been around
quite long enough to ensure that it has
no potential backdoors. However, this is
a highly unlikely scenario given the
thoughtfulness that went into the cre-
ation of the algorithm and the scrutiny it
has already undergone.

The addition of two-way authenti-
cation also gives 802.11i an important
advantage over 802.11b. One of the
most exploited attacks on 802.11b
networks is the man-in-the-middle
attack, which takes advantage of the
weaknesses inherent with one-way
authentication. In addition, the fact
that the MICs are now keyed is a sig-
nificant step forward. The unkeyed
MICs in 802.11b made message
integrity a cantankerous problem for
WLAN administrators.

802.11i also deals with 802.11b’s
other big weakness: the lack of any key
management. The key management pro-
posed in 802.11i is quite complex, but it
needs to be considering all the adminis-
trative keys that are created by the pro-
tocol. The theory behind 802.11i’s key
management is strong, so it should pro-
vide the level of security needed.

802.11i strengthens the overall secu-
rity architecture for wireless LANSs.
Security was not designed into these
types of networks from the beginning.
Nevertheless, 802.11i has done an
admirable job in attempting to reorient
the architecture as best as it could to
improve the security of these networks.
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802.11i does have some potential
pitfalls. To implement CCMP (the
strong AES encryption prescribed by
the standard) a hardware upgrade of all
802.11b access nodes is necessary. This
is a potentially prohibitive problem due
to the cost that would be involved for
pre-existing networks. Using WRAP or
TKIP may prove to not be sufficient as
802.11i ages. However, this will not be
a problem for new networks that are
installed using the 802.11i standard.

In addition, 802.11i requires an
authentication server for its two-way
authentication. 802.11b does not have
this requirement. This should not be too
big a problem since almost all networks
already have an authentication server of
some sort. However, it is possible that
some networks will need more hardware
to implement this important feature.
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802.11i also relies heavily on the
secrecy of its session keys. The specifi-
cations appear to take this need for
secrecy into account. However, if any
unnoticed loophole were exploited that
allowed these keys to be known to an
attacker, much of 802.11i’s security
would be compromised.

The final potential weakness of
802.11i that concerns the author is the
significant increase in complexity.
Granted, this increase is necessary to
adequately protect wireless LANs.
However, this complexity could give
rise to potential backdoors in the future
that were not foreseen as the standard
was being written.

The need and demand for new secu-
rity standards in the WLAN arena has
driven the formation of 802.11i. Clearly,
its apparent strengths much outweigh
any potential weaknesses it may contain
at this point. Despite these facts, there
has been no rush by vendors to imple-
ment any products that are 802.11i com-
pliant. The hardware concerns as well
as the general concerns over wireless
network security have caused this hesi-
tancy. The slumping economy has not
helped the situation either. No one
wants to get burned if 802.11i turns out
to be nothing more than WEP3. A
detailed analysis of the standard shows
that this is unlikely to be the case, yet
the vendors remain reticent.

There is another more subtle issue at
hand here as well. The general princi-
ple guiding the 802.11i standard was
fixing specific problems contained
within 802.11b. Certainly, fixing existing
problems is a necessary step; however,
the process of simply patching 802.11b
is not sufficient. 802.11i is much more
than a patch of 802.11b, but does it go
far enough?

Many of the problems that WEP
ended up having were not envisioned
during its inception; so, how can any-
one know what problems 802.11i will
face down the road? The most com-
plete, long-term solution for WLAN
security will be a complete renovation
of the design methodology and an
overhaul of the network architecture.
Until security is designed in from day
one on wireless local area networks,
their level of trust is unlikely to ever be
higher than adequate.
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